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DETAILED ACTION 

This is a response to Applicant's response filed on May 29, 2007. 
Claims 1-34 are pending. 

Claims 1, 6, 13-4, 17, 18, 30-31, and 34 are currently amended. 
Applicant's arguments have been fully considered and they are persuasive. 
Applicant's new oath and new drawings are acceptable. 
Applicant's amendments to Specifications with regard to changes in new 
drawings are acceptable. 

Response to Argument 

1. Applicant's arguments, see Remarks, pages 13-22, filed on May 29, 2007, 
with respect to the rejection(s) of claim(s) 1-34 have been fully considered and 
are persuasive. Therefore, the rejection has been withdrawn. However, upon 
further consideration, a new ground(s) of rejection is made in view of Morgan et 
al. [US PN 5220674] in combination with previous cited prior art Wiegley [US PN 
6711677 B1], and Konsella et al. [US PN 6856317 B2]. 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
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be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

2. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 
148 USPQ 459 (1966), that are applied for establishing a background for 
determining obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at 
issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

3. Claims 1-34 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Morgan et al. [US PN 5220674], and further in view of Wiegley [US PN 
671 1677 B1] and Konsella et al. [US PN 6856317 B2]. 



Regarding Claim 1 , Morgan et al. teaches a method for network-connected 
resources, the method comprising: at a first network-connected node, receiving 
an unencrypted electronically formatted job [US PN 5220674, Col 6, Ln 55-58] 
and using a resource to process the job [US PN 5220674, Col 7, Ln 24-29]. 
Morgan et al. does not teach receiving CK, a symmetrical encryption key (K) 
encrypted using an asymmetrical encryption public key (pubK); receiving CH, a 
hash (H) of the job, further encrypted using K; decrypting CK using an 
asymmetrical encryption private key (privK), corresponding to pubK, to recover K; 
hashing the job, generating H'; using K to validate CH. 
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Weigley teaches a secure printing method comprising: receiving CK [session 
key - US PN 671 1677 B1, Col 4, Ln 49], a symmetrical encryption key (K) 
encrypted using an asymmetrical encryption public key (pubK) [encrypted 
session key with printer public key - US PN 671 1677 B1 , Col 4, Ln 54]; 
receiving CH, a hash (H) of the job, further encrypted using K [compute hash 
value for print data, encrypt hash value using session key - US PN 671 1677 B1, 
Col 5, Ln 32]; decrypting CK using an asymmetrical encryption private key 
(privK), corresponding to pubK, to recover K [printer decrypts session key using 
its private key - US PN 671 1677 B1 , Col 5, Ln 4]; hashing the job, generating H' 
[printer computes hash value of print data - US PN 6711677 B1, Col 5, Ln 36]; 
using K to validate CH [US PN 671 1677 B1 , Col 5, Ln 36-39]; 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to add cryptographic security as taught by Weigley in the method of 
using network-connected resources of Morgan et al. because there is no security 
precautions in the method of Morgan et al. The suggestion/motivation for 
combining would have been to provide security to the access and use of 
network-connected resources by validating the print job [US PN 6711677 B1, Col 
2, Ln 35-53] that would essentially access and use the resource. Morgan et al. 
and Weigley are analogous art because they are both in the same field of 
endeavor involving printing systems. Therefore, it would have been obvious to 
combine the inventions of Morgan et al. and Weigley. 
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Konsella et al. teaches a system and method for storing public and secure font 
data in a font file which is a form of printing resources comprising: in response to 
a validation of use, decrypting an encrypted resource using a decryption key [US 
PN 6856317 B2, Col 4, Ln 44-56]. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to add cryptographic security as taught by Konsella et al. in the actual 
use of network-connected resources of Morgan et al. because these secure font 
files can be stored easily in the printer server's internal collection of resources. 
The suggestion/motivation for combining would have been to provide security to 
the use of network-connected resources such as fonts and glyphs [US PN 
6856317 B2, Col 2, Ln 1-50] and for ease of maintaining these secured 
resources [US PN 6856317 B2, Col 5, Ln 30-40]. Morgan et al. and Konsella et 
al. are analogous art because they are both in the same field of endeavor 
involving printing systems that also solves the problem of security. Therefore it 
would have been obvious to combine the inventions of Morgan et al. and 
Konsella et al. 

It also would have been obvious to one of ordinary skill in the art at the time of 
invention to use Konsella et al. invention's decryption key to be the same as 
Weigley's symmetrical key because the same symmetrical key can be used in 
the same job session. The suggestion/motivation for combining would have 
been to provide security in the exchange of a key between two nodes as it is well 
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known in the art as dual keys systems [US PN 6711677 B1, Col 1, Ln 19-26]. 
Therefore it would have been obvious to combine the inventions of Weigley and 
Konsella et al. 

Regarding claim 2, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 wherein using K to validate CH 
includes: 

encrypting H' using K, obtaining CH'; and, matching CH to CH' [US PN 6711677 
B1, Col 5, Ln 36-39 - This method claim is an obvious variant of claim 3. H is 
inherent in CH using the symmetrical key, K.]. 

Regarding claim 3, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 wherein using K to validate CH 
includes: decrypting CH using K, generating H ; and, comparing H to H' [US PN 
6711677 B1, Col 5, Ln 36-39]. 

Regarding claim 4, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 further comprising: prior to 
receiving the job, CK, and CH, receiving the encrypted resource; and storing the 
encrypted resource [US 6856317 B2, Col 5, Ln 36]. 

Regarding claim 5, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 4 further comprising: installing pubK, 
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privK upon initialization [US PN 6711677 B1, Col 4, Ln 31-34]. 

Regarding claim 6, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 wherein receiving the unencrypted 
electronically formatted job includes receiving a print job in a format selected 
from the group including text and image formats [US PN 5220674, Col 6, Ln 58- 
61]. 

Regarding claim 7, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 4 wherein storing the encrypted 
resource includes storing an encrypted font resource [US PN 6856317 B2, Col 5, 
Ln 32-36]; and wherein using the decrypted resource to process the job includes 
printing a print job using the decrypted fonts [US PN 6856317 B2, Col 5, Ln 5-6]. 

Regarding claim 8, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 7 wherein storing the encrypted font 
resource includes storing resources selected from the group including a logo, 
personal signature image, and glyph [US PN 6856317 B2, Col 2, Ln 54-62]. 

Regarding claim 9, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 4 wherein receiving the encrypted 
resource includes receiving the encrypted resource in a format selected from the 
group including hypertext transport protocol (http) and file transport protocol 
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(FTP) [US PN 6856317 B2, Col 5, Ln 30-40 - Konsella et al. teaches distributing 
secure font data files including emailing to recipients which implies an internet 
network connection. HTTP and FTP are standard internet protocols for 
communicating data in the internet, as such, these protocols are inherent.]. 

Regarding claim 10, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 further comprising: at a second 
network-connected node, generating the job [US PN 5220674, Col 6, Ln 55-58]; 
encrypting K with pubK, generating CK [encrypted session key with printer public 
key - US PN 671 1677 B1 , Col 4, Ln 54]; hashing the job, generating H [US PN 
671 1677 B1 , Col 5, Ln 32]; encrypting H using K, generating CH [US PN 
6711677 B1, Col 5, Ln 32]; and, sending the job, CK, and CH to the first node for 
job processing [US PN 6711677 B1, Col 5, Ln 32-34]. 

Regarding claim 11, the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. teaches the method of claim 1 further comprising: receiving a 
selection command for a particular one of a plurality of encrypted resources; and, 
wherein decrypting an encrypted resource using K, in response to a valid match, 
includes decrypting the selected resource. [US PN 5220674, Col 7, Ln 23-29 - 
Since the printer can determine whether a specific resource is available for the 
print job, these claim limitations are inherent.] 

Regarding claim 12, Konsella et al. teaches a unique decryption key for a 
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particular secure font file [Col 5, Ln 3-6]. Morgan et al. teaches a system for 
storing a plurality of resources [Col 7, Ln 23-29]. Wiegley teaches the use of 
encrypted symmetric keys [US PN 671 1677 B1, Col 4, Ln 54]. The method of 
claim 1 1 , wherein receiving a selection command for a particular one of a 
plurality of encrypted resources includes receiving CKj, where 1 < i < m; and, 
wherein decrypting the selected resource in response to the encrypted resource 
selection command includes decrypting CKj to recover one of symmetrical 
encryption keys Ki through K m , where Ki through K m correspond to encrypted 
resources CRi through CR m will be inherent from the combined inventions of 
Morgan et al., Wiegley, and Konsella et al. 



Regarding claim 13, Morgan et al. teaches a system with a plurality of printers 
[Fig 1, Itm 16a and 16b]. The method of claim 1 wherein receiving the 
unencrypted electronically formatted job includes receiving the job at network- 
connected node Nj, where 1 < i < n; wherein receiving CK includes Nj receiving 
CKj, where CKi is generated by encrypting K using corresponding asymmetrical 
encryption public key pubKj; and, wherein decrypting CK includes N ( decrypting 
CKj using corresponding asymmetrical encryption private key privKj, to recover K 
will be inherent from the combined inventions of Morgan et al., Wiegley, and 
Konsella et al. 

Regarding claim 14, Morgan et al. teaches a system with a plurality of printers 
and printer clients [Fig 1, Itm 16a and 16b, Itm 18a and 18b]. The method of 
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claim 1 wherein receiving the unencrvpted.electronically formatted job includes 
receiving the job at network-connected node Ni, where 1 < i < n; wherein 
receiving CK includes Nj receiving CKj, corresponding to symmetrical encryption 
key Ki, encrypted using pubKi; wherein receiving CH includes Nj receiving CHj, a 
hash of the job encrypted using corresponding symmetrical encryption key Kj; 
and wherein decrypting CK includes Nj decrypting CKj using asymmetrical 
encryption private key privKj, to recover corresponding symmetrical encryption 
key Kj will be inherent from the combined inventions of Morgan et al., Wiegley, 
and Konsella et al. 

Claim 15 has the same limitations as claim 2 with the accommodation of the 
plurality of network-connected nodes on both ends, Nj, where 1 < i < n. Claim 15 
is rejected because of inherency while using the same references and rationale 
of claims 14, and 2. 

Claim 16 has the same limitations as claim 3 with the accommodation of the 
plurality of network-connected nodes on both ends, Nj, where 1 < i < n. Claim 16 
is rejected because of inherency while using the same references and rationale 
of claims 14, and 3. 

Claim 17 is rejected using the same references as claim 10. Claim 17 limitations 
are identical to claim 10 except it is a method of accessing network-connected 
processing resources. [Morgan et al. teaches a printing system having a printer 
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server with digital data processing devices on one end, and printer devices on 
the other end. US PN 5220674, Col 3, Ln 26-40] 

Claim 18 is rejected using the same references as claim 1. Claim 18 is merely a 
system performing the methods of claim 1 . 

Claims 19-33 are rejected using the same references and rationale claims 3-10 
because claims 20-27 are the same system as claim 18 performing the additional 
methods of claims 2-16. 

Claim 34 is rejected using the same reference and rationale as claim 17 because 
claim 34 is the system performing the method of claim 17. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Martin Jeriko P. San Juan whose telephone 
number is 571-272-7875. The examiner can normally be reached on M-F 8:30a 
- 6:00p EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone 
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number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 
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